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Introduction
RAN2 are discussing inter-CU LTM in Rel-19 Mobility enhancement WI[1]. The current RAN2 framework is still under discussion and has different possible directions for handling the key change as part of inter-CU LTM cell switch.
RAN2 has sent LS (R2-2404037/S3-241773) asking for comments from SA3 regarding the following two questions. 

1.RAN2 asks SA3 to consider the needed signalling between participating network nodes for each option and inform RAN2 if any of the above options is not feasible or not acceptable from security perspective and provide modifications that could make that options feasible and acceptable.

2.RAN2 requests SA3 whether, for each option, the change of security algorithm or the change of key set indicator is to be supported for inter-CU LTM.
In this document we analyse the impacts on SA3 from the given options and propose a reply to RAN2.
Background for inter-CU LTM
Background of LTM

Intra-CU LTM is supported in R18, the overall procedure has been specified in the TS 38.300 [2]. 

	9.2.3.5.2
C-Plane Handling

Cell switch command is conveyed in a MAC CE, which contains the necessary information to perform the LTM cell switch.
The overall procedure for LTM is shown in Figure 9.2.3.5.2-1 below. Subsequent LTM is done by repeating the early synchronization, LTM cell switch execution, and LTM cell switch completion steps without releasing other LTM candidate configurations after each LTM cell switch completion.
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Figure 9.2.3.5.2-1. Signalling procedure for LTM


The overall procedure includes the following four components: LTM preparation, Early sync, LTM cell switch execution, and LTM cell switch completion. In intra-CU handover case, the security key can be retained, i.e. no key change issue needs to be addressed. 

Inter-CU LTM enables LTM for inter-CU handover case to achieve lower latency of cell switch and beam switch. The overall procedure is now under discussion and Rel. 18 intra-CU LTM procedure is considered as baseline for adding inter-CU support.
Background of key derivation in handover

The key difference between intra-CU and inter-CU is that security key update and handling issue needs to be considered in inter-CU LTM case. According to the TS 33.501, the handover key chaining is as below:

	6.9.2.1.1
Access stratum

The general principle of key handling for KNG-RAN*/NH at handovers is depicted in Figure 6.9.2.1.1-1.
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Figure 6.9.2.1.1-1: Model for the handover key chaining


There are three types of handling for key generation during mobility, i.e., horizontal key derivation and vertical key derivation in case KAMF is not changed, new initial KgNB in case KAMF is changed. According to the description in TS 33.501, if KNG-RAN* is derived from the currently active KgNB this is referred to as a horizontal key derivation (see Figure 6.9.2.1.1-1) and if the KNG-RAN* is derived from the NH parameter the derivation is referred to as a vertical key derivation (see Figure 6.9.2.1.1-1). In case of inter-CU handovers, the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. Besides, if the AMF had activated a new 5G NAS security context with a new KAMF, the gNB needs to immediately initiate the security key update by setting the value of keySetChangeIndicator field to true.
Analysis of the four options mentioned in RAN2 LS

RAN2 discussed the aspect of inter-CU LTM with security key change and views four options as possible directions (not mutually exclusive or comprehensive) for handling the key change as part of inter-CU LTM cell switch. To answer RAN2’s questions, analysis and security implications for each option are made as follows.

3.1 MAC CE based option
	Option 1: Use a new information in MAC CE to deliver the security information. Whether the UE uses horizontal or vertical key derivation is derived from this new information in MAC CE (which is currently, neither integrity protected nor ciphered).


Option 1A:  the NCC value to be used at inter-CU LTM execution is included in the LTM cell switch command  MAC CE.


Option 1B:  the UE is preconfigured with a list of NCC values  in a ciphered and integrity protected RRC message and the index of an NCC value in the list is included in the LTM cell switch command MAC CE. 


In this option, the cell switch command (MAC CE) is used to transfer security information between UE and gNB. Both horizontal and vertical derivation is supported and UE can choose one of the derivation method based on the indication from the gNB. In the subsequent handover, the UE uses horizontal or vertical key derivation for intra-CU or inter-CU LTM according to the command from gNB.

For option 1A, signalling between gNBs is needed to update the NCC for inter-CU handover. For example, the source gNB forwards the {KgNB*, NCC} pair to the target gNB as described in TS 33.501. For option 1B, signalling between gNB and core network may be required to pre-configure the NCC list to gNB, or update the NCC value/index of NCC list for next inter-CU handover.
Proposal 1: SA3 should reply to question 1 as follows: For option 1, signalling between gNBs is needed to transfer the NCC (similar to the legacy Xn-handover). For option 1B, additional signalling between gNB and core network may be required to pre-configure the NCC list.
Since MAC CE is currently neither integrity protected nor ciphered, i.e. security information is transmitted in plain text in the MAC CE. So, security issue should be considered for option 1. Since the information included in the MAC CE is the NCC, all the security principles applied for traditional NCC delivery should be applicable also to this message. It should be noted that the NCC value itself is not a secret and already today, NCC is sent in clear in many scenarios. For instance, in case of Reestablishment, NCC value is included without encryption in the RRCReestablishment message (see 38.331). However, integrity protection is still needed. Thus, at least integrity protection is required to prevent the security information from being illegally tampered and this information should be conveyed to RAN2. 

The following is an example of a feasible integrity protection method. 

An integrity protection token as well as the NCC is included within the same MAC CE. The integrity protection token is similar to the shortMAC-I (included in the RRCReestablishmentRequest message) or ResumeMAC-I (included in the RRCResumeRequest message). And the integrity protection token is computed using the new key (i.e. the key derived using the new NCC).

In the UE side, UE checks the integrity of the received MAC CE based on the new derived key and the integrity protection token. If the integrity check fails, the UE initiates the failure handling procedure, e.g. moves to RRC_IDLE mode and performs NAS recovery. If the integrity check is successful, the UE performs the LTM cell switch execution procedure.
Proposal 2: SA3 should reply to question 1 as follows: Options 1A and 1B are acceptable from security perspective as long as integrity protection is applied to the message delivering the NCC value. The integrity protection token should be computed using the new key (i.e. the key derived using the NCC value signalled in the MAC CE). Ciphering the message is not required. 
Currently, the change of security algorithm and/or the change of key set indicator can be indicated in the HO command (i.e. via RRCReconfiguration message).  Similar to the above considerations the change of these should also be at least integrity protected. 
Proposal 3: SA3 should reply to question 2 as follows: For option 1, the change of security algorithm and/or the change of key set indicator can be indicated in MAC CE, as long as the message is at least integrity protected using the new key.

3.2 Pre-configuration based option
	Option 2: Similar to Rel-18 S-CPAC key update mechanism, the UE is preconfigured from the source gNB with a list of NCC values per CU using RRC signalling (that is both integrity protected and ciphered). It is expected that the participating gNBs (CUs) would need to be aware of the list and how the UE applies the list during LTM cell switches: 

Option 2A:  UE chooses the first unused NCC for the target CU upon inter-CU LTM execution.


Option 2B:  As an alternative to choosing the next unused NCC (as in option 2A), horizontal key derivation is used in this option if the LTM cell switch is between the same two CUs. 


In this option, UE holds the NCC value lists of all CUs by preconfiguring from the source gNB. During the LTM and subsequent LTM procedures, UE chooses an unused NCC for vertical key derivation or performs horizontal key derivation according to different handover scenarios.

For the pre-configuration on the UE side, the RRC signaling between the source gNB and the UE is required. As for the gNB side, depending on the management of the NCC list, different signaling is required to transfer and maintain the NCC value list of each CU. One possible way is that, like in S-CPAC, the source gNB acts as the master base station to allocate and manage the NCC list/NCC value of all the participating gNBs. Signalling between gNBs is is required for NCC transmission. It has to be mentioned that, the source gNB is not fixed, when the UE leaves the source gNB and performs subsequent inter-CU LTM, necessary information should be transferred to the new “master gNB”. It is foreseeable that signaling will be complicated. A better choice is for the core network to unify control. In this way, signalling between gNB and core network function (e.g. AMF) is needed . In addition, RAN2 did not decide yet the maximum number of candidate cells in Rel-19. Considering the possibility of NCC list exhaustion, signalling is also needed to refresh the NCC lists.
Proposal 4: SA3 should reply to question 1 as follows: For option 2, the RRC signaling between the source gNB and the UE is required for pre-configuration. Based on various implementation modes, signalling between gNBs and/or signalling between gNB and core network function (e.g. AMF) is required to transfer, maintain and refresh the NCC value list of each CU.

Proposal 5: SA3 should reply to question 2 as follows: For option 2, the change of security algorithm and/or the change of key set indicator can be indicated together with the NCC pre-configuration.

3.3 key update based option
	Option 3: After the execution of inter-CU LTM cell switch, the participating gNBs are expected to be updated with new K-gNB* to be used for the next inter-CU LTM cell switch. The UE and CN are aware of how the UE would use the next NCC value.


Option 3A:  The UE determines the following NCC value to use by itself (e.g., increase by 1) after subsequent inter-CU LTM execution.


Option 3B:  UE is pre-configured by the CN (via source gNB RRC signalling) with a list of NCC values and the UE chooses the first unused NCC value as the next NCC value.


After an inter-CU handover, participating gNBs updates the key in accordance with the information received from the core network. Meanwhile, the UE updates the NCC value used for next inter-CU LTM cell switch.
For option 3, signalling between gNB and the core network is required. For option 3A, NCC synchronization issue should be considered. Specifically, other handover may be prepared during the subsequent inter-CU LTM, but finally cancelled, in this case AMF may also increase its locally kept NCC value by one (but this value is never used for key derivation). Then after an inter-CU LTM, the NCC on the UE side is different from the NCC used in target gNB. In this case, a RRC reconfiguration message has to be sent to UE for re-synchronization. For option 3B, signaling between the source gNB and the UE is needed for the pre-configuration of NCC list.
Proposal 6: SA3 should reply to question 1 as follows: For option 3, signalling between gNB and the core network is required. For option 3A, RRC reconfiguration message may be needed for re-synchronization. For option 3B, signaling between the source gNB and the UE is required.

Proposal 7: SA3 should reply to question 2 as follows: For option 3, RRC message is needed after the key update to support the change of security algorithm and/or the change of key set indicator.

3.4 Legacy procedure based option
	Option 4: After every inter-CU LTM cell switch execution, the UE is provided via RRC signalling with the NCC value to be used by the UE for key derivation at the next inter-CU LTM cell switch.


After an inter-CU handover, the gNB update the key using the new NCC received from core network (e.g. AMF). The gNB also sends the NCC to UE through RRC signalling, and UE uses it to derive the key for next handover. 

In option 4, RRC signalling between the UE and gNB, signalling between gNB and core network function are required. The legacy handover procedure (e.g. Xn handover) is likely to be reused. It should be noted that, this is kind of contrary to the high efficiency of subsequent LTM. The original intention is that no new RRC reconfiguration message needs to be sent between two LTM handovers.

Proposal 8: SA3 should reply to question 1 as follows: For option 4, RRC signalling between the UE and gNB, signalling between gNB and core network function are required. RRC reconfiguration message needs to be sent between two LTM handovers.

Proposal 9: SA3 should reply to question 2 as follows: For option 4, the change of security algorithm and/or the change of key set indicator can be indicated in the RRC reconfiguration message between two LTM handovers.
Conclusion and proposals
The needed signalling between participating network nodes for each option for depicted in the RAN2 LS have been analysed in this contribution and the following proposals are made: 

Proposal: 

SA3 should respond to RAN2 as follows:

-
For option 1, signalling between gNBs is needed to transfer the NCC (similar to the legacy Xn-handover). For option 1B, additional signalling between gNB and core network may be required to pre-configure the NCC list.
-
Options 1A and 1B are acceptable from security perspective as long as integrity protection is applied to the message delivering the NCC value. The integrity protection token should be computed using the new key (i.e. the key derived using the NCC value signalled in the MAC CE). Ciphering the message is not required.
-
For option 1, the change of security algorithm and/or the change of key set indicator can be indicated in MAC CE, as long as the message is at least integrity protected using the new key.
-
For option 2, the RRC signaling between the source gNB and the UE is required for pre-configuration. Based on various implementation modes, signalling between gNBs and/or signalling between gNB and core network function (e.g. AMF) is required to transfer, maintain and refresh the NCC value list of each CU.

-
For option 2, the change of security algorithm and/or the change of key set indicator can be indicated together with the NCC pre-configuration.

-
For option 3, signalling between gNB and the core network is required. For option 3A, RRC reconfiguration message may be needed for re-synchronization. For option 3B, signaling between the source gNB and the UE is required.
-
For option 3, RRC message is needed after the key update to support the change of security algorithm and/or the change of key set indicator.

-
For option 4, RRC signalling between the UE and gNB, signalling between gNB and core network function are required. RRC reconfiguration message needs to be sent between two LTM handovers.
-
For option 4, the change of security algorithm and/or the change of key set indicator can be indicated in the RRC reconfiguration message between two LTM handovers.
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